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Introducing today's project!

What is AWS CodeArtifact?

AWS CodeArtifact is a fully managed artifact repository service that securely
stores, shares, and manages software packages used in development. It
integrates with popular build tools, ensuring centralized management and
secure access for teams

How | used CodeArtifact in this project

| used AWS CodeArtifact to securely store and manage my project's
dependencies. It acted as a central repository for Maven packages, integrated
with my build process, and ensured seamless access for compiling and
deploying the NextWork DevOps WebApp

One thing | didn't expect in this project was...

One thing | didn't expect in this project was the level of troubleshooting
involved. It was more complex than anticipated, but it pushed me to learn
deeper about AWS services, debugging, and how to resolve real-world
challenges effectively

This project took me...

100 minutes
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My project has three artifact repositories

The local repository is the repository in your working environment (e.g., EC2
instance or CloudShell) where all the software packages needed for your
project are stored. It serves as a cache for dependencies to avoid fetching
them repeatedly.

The upstream repository is a central repository like Maven Central or npm
registry connected to your CodeArtifact domain. It provides external
dependencies for your project if they are not available in your local repository

The public repository is a shared repository, such as Maven Central, that hosts
publicly available packages and libraries. It allows developers to access and
use open-source dependencies for their projects easily

Review and create .«

Package flow

Review external

Step 1: Create repository

Repository
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Connecting my project with
CodeArtifact

| connected my web app project (via my Cloud9 IDE) to CodeArtifact to
securely manage, store, and share dependencies. It ensures reliable access to
packages and resolves dependencies faster during builds or deployments.

| created a new file, settings.xml, in my web app

settings.xml is a Maven configuration file that defines global settings, such as
repository URLs, authentication credentials, and build profiles. It ensures that
Maven can fetch dependencies and interact with repositories like CodeArtifact
efficientl

The snippets of code in settings.xml define servers for authentication with
CodeArtifact, profiles for repository usage, and mirrors to route Maven
requests. They enable secure and efficient dependency management for the
project.
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Testing the connection

To test the connection between Cloud9 and
CodeArtifact, | compiled my web app

Compiling means converting human-readable source code written in
programming languages like Java into machine-readable bytecode or binary
code. This step ensures the program can run efficiently on a computer or
virtual machine.

Success!

After compiling, | checked the nextwork-packages repository in AWS
CodeArtifact. | saw the package nextwork-devops-webapp with the
namespace com.example, format maven, and version 1.0-SNAPSHOT,
confirming the successful upload.

Developer Tools
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Create |IAM policies

The importance of IAM policies

| also created an IAM policy because other DevOps services like AWS
CodeBuild, AWS CodePipeline, and development environments (like
CloudShell) need access to the dependency backups stored in CodeArtifact.
This ensures seamless integration

| defined my IAM policy using JSON

This policy will allow actions like retrieving authorization tokens, getting
repository endpoints, and reading from the CodeArtifact repository. It also
permits obtaining service bearer tokens under specific conditions for seamless
integration.

Select a statement

t an existing statement in the policy or
add a new statement.

+ Add new statement
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